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Abstract

In the world of computer science, formal methods play a primary role in the development of student minds

and ability of abstract problem solving. Formal methods form the foremost technique that enables students to

be trained in breaking complex questions up into abstract, manageable, pieces and to solve them using models

that they themselves constructed. While the advantages of formal methods seem clear, students en masse tend

not to attend the courses. This short paper analyses the core problems underlying this phenomenon and shows

by example why the practical assignment that has been carried out by the five of us during a course in embedded

systems, has contributed to the goal of formal method teaching.

1 Educational aspects

There is considerable evidence that the teaching of formal
methods contributes largely to the student’s understand-
ing of problems, abstract reasoning skills, and their ability
of elegant problem solving. However, these skills are not
taught at once, but are part of a large educational pro-
gramme, much like how reasoning skills are taught in high
school. The consequence is that the yield of this kind of
teaching is settled in the long term.

Students on the other hand, tend to have a more narrow
focus, valuing their study progress by looking at short
term efforts and results. Important roles in their course
selection are the so called “fun-factor” and the amount
of (applicable) skills or knowledge that will be gained by
following the course. As a typical example, a student
would preferrably follow a web programming course than
a course in formal methods.

Among the problems that formal method teaching faces
currently, we may distinguish the following:

“What’s the use?” Students simply do not see the
practical use of “all this math”. This is the main prob-
lem for formal method teachers to face. This problem
incorporates a few consequences.

First and foremost, motivation for students drops signi-
ficantly if they must do things when they have no clue
about what they will gain from doing it. Telling them
that they will learn “abstract reasoning skills” will not
work either, because that sounds much too vague. There
is a big necessity for rolling out a clear roadmap with tar-
gets in the student’s curriculum and sticking with that
map in order to keep them motivated.

Furthermore, there is competition from other fields of sci-

ence. Especially nowadays, with the computer and IT-
business luring people from universities, students foresee
a better future by pursuing a practical master degree. If
universities do not succeed in waking up the interest in
formal methods, computer science may start getting loose
from its (mathematical) roots.

Lack of visualization Considering the problems within
the formal method courses, lack of visualization is the
first one. Teaching plain dry mathematics is not only
dull, it also is not the most effective route to the mind
of the students. The human brain learns through associ-
ation. Cognitive research has already shown that educa-
tion through visualization enables a better understanding
of matter, because mental models are constructed intu-
itively and more solid.

This would also explain the apparent resistance to these
courses. An aura of complexity, mathematical sophistica-
tion and unfamiliarity surrounds formal methods courses.
This aura is kept alive by the thought that insights are
something that someone has from birth, and cannot be
learned to a high degree. However, insights can be
enabled, not only gained. Repetitively letting students
“solve equations” narrows their focus and does not con-
nect to the goal of what they are doing it for. Illustrative
material will help their brains to enable insights through
visualization, much like how a picture says more than a
thousand words.

Application of knowledge The last problem is a gener-
ally known one, which occurs at the moment the students
have gained the desired knowledge on formal methods.
Since generalization is one of the most important focusses
of scientific teaching, the connection to real world prob-
lems might be lost. A dedicated task of formal method
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teaching should be the establishment of a link between
theory and practice, not the practice itself.

When enabling insights, teachers must beware that these
insights are not isolated in the minds of their students, but
are made accessible. One way of doing this, is to make
sure that visualized concepts are being linked to situations
where that type of knowledge is applicable, if possible.
This effort would especially avoid freshmen developing an
anxiety for mathematics and would also contribute to help
students see the use of formal methods.

2 Solution

The solution outline we propose and which we can rec-
ommend through experience is the following:

Take a real-life problem and a known solution to this, or
a sub solution of it. Examples are known network pro-
tocols such as Ethernet or as in our case Bluetooth. Let
the students make an abstract model of this, that can
be used as input to a known model checker. The next
obvious step is then to let them use this model checker
to verify properties of the model, that together prove the
correctness of the protocol.

We will now look into our project more specifically, which
will follow the outline presented above.

The purpose of our project was to do a formal verifi-
cation of part of the Bluetooth protocol. This wireless
network protocol consists of several relatively separate
phases, which gave us the possibility to examine part of
it and still be able to draw very useful conclusions. We
have examined the inquiry part. This is usually the first
phase in a Bluetooth communication. The purpose of this
phase is to discover other devices and find out some basic
facts about them.

How we would tackle the problem was mainly up to us.
We have decided to alternate individual study with dis-
cussions of the problems we had encountered. In case
there was a problem we were not able to solve ourselves,
we could always ask for assistance. But in practice, be-
cause of the setup we have used, we appeared to be able
to solve most issues ourselves.

We have split up the content of the project in three parts:
investigation of the protocol, modeling the protocol and
finally using our model to prove several theorems about
Bluetooth communication.

Investigating a protocol description does not appear to
be something one does for fun. At first hand, we shared
this opinion. However the crucial issue appeared to be
in how to investigate the protocol. Doing a broad and
superficial survey can be hard and will usually result in
forgetting it some days later. In contrast to this, we have
investigated part of the protocol in very much detail and
made a very narrow survey. This did not only limit the
number of pages we had to read, but it also gave us the
possibility to understand and check most of the details of
the protocol.

We had divided the Inquiry phase among the five of us,
discussing all parts one of us might not have understood.
Obviously, this resulted in a good understanding of the
protocol, but it also resulted in finding some unclarities
and some possible inconsistencies in the protocol docu-
ment. Which makes investigating it quite satisfactory.

Having gained enough knowledge of the protocol, we
could move on to the next phase of our project: mod-
eling Bluetooth. The model checker of our choice was
UPPAAL. UPPAAL was able to give us a good interface
and a useful model checker. But in contrast to many of
the other tools we have seen so far, UPPAAL also pro-
vided us with a very useful simulator in which one can
view and understand traces and use these to further cor-
rect the model, or to draw conclusions.

Now, understanding the protocol was one thing, mod-
eling, an entire other. Some of the problems we had
heard in theory appeared to be obstructing the design
of our model more than we had expected. And espe-
cially many of the idealistically stated solutions appeared
to have some unforeseen drawbacks. Nevertheless, given
some time, we were able to find the solutions to most of
these problems, learning many ins and outs of the used
theories on our way. Mainly the fact that we have solved
the issues ourselves gave us great insights in what the
’idealistically stated solutions’ were really about.

The last part of the project consisted of using our model
to verify correctness properties of the Bluetooth protocol.
Unfortunately this took UPPAAL a lot more time than
we had accounted for. The only solution was to abstract
our model from some of the hardware details, to make its
complexity suitable enough to do verifications of some of
the properties we had come up with. But the difficulty
was to keep it realistic enough to still be able to draw con-
clusions about Bluetooth in real-life. Our effort in trying
to reduce the complexity eventually resulted in a model
that was only slightly simplified, but well suitable to verify
our properties. At this point we were able to verify our
correctness properties of this part of the Bluetooth proto-
col. Which we consider to be a very satisfactory result of
the project. It is not something that has not been done
before in this way and yet proved to be very useful.

3 Project report

To give a more illustrative explanation of what we have
done, we have included three (slightly altered) sections of
our report that resulted from the project. These will give
an introduction to the topic, an informal description of
part of Bluetooth we have modeled and the conclusions
we have drawn using our model. A more detailed descrip-
tion can be found in this report, which can be found on
our webpage [3].

3.1 Introduction to the topic

Bluetooth is a widely used communication protocol these
days. It is used in the communication between phones,
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computers, headsets and many more devices. In the year
1994 the Ericsson company decided it wanted a protocol
that could be used to connect mobile phones to other
devices. Jaap Haartsen, working for Ericsson, developed
the protocol. The techniques were further developed by
the Bluetooth Special Interest Group.

One of the things described in the protocol is the way
in which two devices that are neither connected nor syn-
chronized can try to find each other. This is called the
Inquiry Response Phase, the first phase in the protocol,
which should provide a way for the devices to synchronize
in order to allow further communication.

We have looked closer at the specification of this phase
as described in [2] and created an UPPAAL model to for-
mally verify that after the Inquiry Response Phase indeed
the devices will be synchronized.

3.2 Informal description

When two Bluetooth devices want to start communicat-
ing they do that using the Inquiry Phases. In these phases
one of the devices is assumed to be in master mode query-
ing for other devices. The other device is assumed to be
in slave mode. The master keeps sending packages and
listening for responses. The slave will listen for a package
from the master and respond to the master by sending a
return package.

The devices do, however, change frequency during every
phase. The frequencies used in Bluetooth are very com-
mon frequencies used in wireless phones, remote controls,
garage doors and more. Therefore the devices change
(“hop”) their frequencies a lot. The devices are unlikely
to use the same frequency the first time and the commu-
nication attempt will fail. However, the hopping should
be done in a way that at a certain point in time the de-
vices will use the same frequency in the same time interval
and further synchronization can be achieved using that.

There are quite a few tricks involved in order to get this
to work properly. There is the hopping of frequencies,
timing issues in sending, receiving and listening and some
more.

We want to verify that indeed the devices will eventually
synchronize in all cases if we follow the specification. To
do this we have constructed a UPPAAL model that rep-
resents the relevant bluetooth phases. As illustration we
have added the part of this model that is responsible for
the device execution. This can be found in figure 1.

3.3 Results and conclusions

We have created a model of which we think is sufficiently
close to reality to be used in the verification of some prop-
erties of the Inquiry Response Phase.

Modeling the Inquiry Response Phase in UPPAAL worked
rather well. It gave us good insight in the phase and some
questions surfaced that we could not answer easily. We

have even found a strange remark in the specification that
to our opinion is incorrect.

Although it is arguable whether the specification is well
written, at least we could, with some effort, all agree on
what we think the specification specifies.

We verified that always eventually the master device will
receive a return packet from the slave for a lot of ini-
tial values. This means we have a strong belief that two
Bluetooth devices will eventually synchronize.

The UPPAAL model we have created can be downloaded
from
www.cs.ru.nl/ita/publications/papers/fvaan/bluetooth/

The website of the UPPAAL project is
http://www.uppaal.com

3.3.1 Verification Results

In total, we have tried to prove two properties of the sys-
tem, representing system liveness and safety. These are:

• A3 Master.Finished ∧ Slave.Finished

This property actually expresses that the system al-
ways eventually will reach the “finished” state for
both devices, i.e. it expresses that always eventu-
ally the master device will receive a return packet
from the slave. Actually, this property is the de-
sired property the developers of Bluetooth would
want to satisfy under all conditions. We have val-
idated this important property for a whole variety
of initial clock values. Besides that, we have been
able to verify these properties, too, for both ideal
Bluetooth clocks as well as clocks that were subject
to drift and jitter.

Some of the validated configurations:

maxwaitbit deviation time
(UPPAAL time units) (min)

4 1 1
7 1 3
7 3 8

The maxwaitbit indicates that when bit number
maxwaitbit of the Bluetooth clock is or becomes
1 the devices must enter the Bluetooth phase in-
stead of waiting at the initial state. This way we
can check a range of initial clock values. Ideally
we should verify this for maxwaitbit being the max-
imum clock bit. But that simply takes too long.

The deviation indicates that, for each period of
625 UPPAAL time units, the clock tick may dif-
fer this amount of UPPAAL time units. A devia-
tion of 3 indicates therefore a deviation of 3

625
UP-

PAAL time units, indicating a maximum deviation
of about 7 minutes a day. In practice the clocks
used will not be that bad, therefore this means in
practice that synchronization is accomplished. We
could have used a tighter interval but apart from re-
sources required for the verification this would not
affect the result.
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• A2 not deadlock

This property actually expresses a system invariant,
stating that the system as a whole will never dead-
lock. This property is very important in getting a
confidence that the specification is correctly mod-
eled. Of course if the system can always reach the
state Finished for all devices, it cannot have dead-
locked.

Some of the validated configurations:

maxwaitbit deviation time
(UPPAAL time units) (min)

0 0 1
2 0 1
4 0 1
7 0 1

With these properties satisfied and no counter examples
found we have a strong belief that in our model these
properties actually hold for all initial values. Therefore
we think in the Bluetooth protocol the devices will also
find each other eventually.

4 Results

4.1 How our approach solved the problem

The idea of verifying a real world standard protocol in-
stead of a textbook example is a motivation and an op-
portunity in the sense that it helps students recognise the
values of the teaching in an applied system.

Graphical visualisation, modelling and simulation of a
problem, help to understand formal methods through giv-
ing different dimensions of the formal methods other than
the theoretical formulae.

The almost social atmosphere created by working in rela-
tively small groups when dealing with a problem, enhances
the learning process by creating an environment that al-
lows the weak students to learn from the stronger ones.
Sometimes a student may not feel free to participate ac-
tively in class but when in a small group he/she will feel
more at ease to ask even the dumbest question.

A tool like UPPAAL that supports a versatile range of pro-
gramming language formats, also is a solution in a way
because as students try to reflect on their understanding
of the formal methods in a piece of code in a less restricted
environment, they achieve a deeper understanding of the
methods and probably begin to like the exercise. Besides
being a rich tool, UPPAAL also reduces the limitions that
in many tools are enforced due to poor representation of
automata states or boolean conditions.

4.1.1 Further Research and related work

Probably we could verify more situations than the ones
we did verify thus far. So another group could work on
that.

One of the things we didn’t pay much attention to is the
duration of a transmission in the Inquiry Response Phase.
Currently we assume that a transmission, if the receiver
listens in time, will arrive completely and without errors
or not arrive at all. Time does not elapse while sending
or receiving. In reality this is not the case and it might
be something to take a closer look at.

Something else we did not look at, but probably will be
relatively easy to do using the model is verify properties
for more than two instances (master, slave, slave for ex-
ample).

Our research focused on the Inquiry Response Phase, leav-
ing out other phases. Obviously these could be interest-
ing.

Closely related work can be found in the paper [4] where
the probabilistic tool PRISM was used to analyze the In-
quiry Phase. [4] focuses on the probabilistic behavior of
the Bluetooth communication. Where this paper mainly
looks at the expected and worst and best case timing
issues, our research mainly focuses on whether the com-
munication will actually be succesful or not.

5 Knowledge and Skills

5.1 Required knowledge and skills

Team work skills Most real world problems (protocols)
are systems enormous in size. For students to profitably
work on such systems there is a need for teams/groups
thus calling for team work skills as an essential tool for
this approach.

Mathematical background It requires a relatively
good background of mathematics to a certain detail, to
visualise and understand formal methods, and in relation
to this, students may also need to be familiar with tran-
sition systems. And most importantly they should have a
good knowledge of the tool being used for the simulation
and modelling. All of this also requires basic program-
ming/modelling skills/knowledge for the students to be
able to reflect their understanding of the formal methods
into modal code that leads the simulations.

5.2 Desired skills and knowledge out-

comes

From the objectives of the course [1] we can select the
objectives relevant for this assignment, which will be:

1. Being able to recognize situations in which the ap-
plications of formal methods for specification and
verification may be useful.

2. Being able to model distributed algorithms and pro-
tocols (or more generally: reactive systems) as net-
works of automata.
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3. Being able to formalize desired properties of these
algorithms and protocols in terms of automata or
temporal logic.

4. Being able to use state-of-the-art proof techniques
and computer tools for the analysis of embedded
systems and protocols of ”average” complexity.

5.3 Outcome skills and knowledge

Let us finally check whether each objective in section 5.2
is met:

1. We are able to recognize some situations in which
the applications of formal methods for specification

and verification may be useful.

2. We are able to model a part of the Bluetooth pro-
tocol as networks of automata.

3. We are able to formalize desired properties of the
Bluetooth protocol in terms of automata or tempo-
ral logic.

4. We are able to use UPPAAL for the analysis of a
part of the Bluetooth protocol.

So we well meet the objectives for this assignment for the
bluetooth protocol, which wasn’t a very specific one. So
we are probably well able to do the same project for other
protocols.
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Figure 1: The full Device template as modeled in UPPAAL
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